
The organiser reserves the right to change the program without prior notice.

Price
• Early Bird rate: HKD 1,399 (on or before 28 Feb 2022)

• Normal rate: HKD 1,650 (from 1 Mar 2022) 

Course Outline
CYBERSECURITY: Is it a Legal Issue?
• Ethics: Specific Lawyer Risks
• Historical Types of Cyber Attacks
• Cybersecurity Needs for Firms
• Learning Objectives

The Landscape: The Basics
• What is Cyber Liability
• Duty of Technological Competence
• The New Norm

DATA BREACHES: Statistics and case studies
• What is a Breach
• What type of Law Firm Information is at Risk?
• Major Law Firm Case
• IS YOUR FIRM AT SIMILAR RISK
• Ransomware - How does it work?
• How to prevent ransomware attacks?
• Social Engineering Fraud
• Phishing
• Avoiding Email Wire Transfer Scams
• Know Your Client
• Mobile Devices

CYBERSECURITY
• What is Cyber Security
• Vulnerability Identifiers
• Law Firms as a Target

LAWYERS MISUSE OF TECHNOLOGY
• Mishandling of Hardware
• What About Metadata?
• Consequences of a Data Breach
• Hacking:
• What Law Firms Should Do: Practical Take Aways for Cyber Risk
• Data Breach Cycle
• Contingency Plan
• Assess Your Risk and Vulnerabilities
• Address the Risk

Responding to Data Breaches: Suggested Measures

Joshua Chu is a Litigation Solicitor qualified to practice in Hong Kong. 
Before becoming a lawyer, Joshua worked in the healthcare industry 
serving as the IT department head at a private hospital as well as 
overseeing their procurement operations.

Since embarking upon his legal career, Joshua has been making waves 
within the legal industry by taking the lead in a number of novel cases 
which includes: Defending one of the largest crypto-exchanges in HK’s 
first crypto-litigation (HCA 1980 of 2015); Obtaining Hong Kong’s first 
order for alternative service by data rooms [2020] HKCFI 1084 ; 
Obtaining Hong Kong’s first court order for digital performance of 
disclosure orders; and Appearing before the Review Body on Bid 
Challenges under WTO GPA.

A firm Judicial Activists at his core, Joshua and his team of counsel has 
worked tirelessly to device a number of novel applications which is aimed 
at pushing for the digital transformation of Hong Kong’s judicial system.

Today, Joshua’s practice is mainly focused in the field of dispute 
resolution and technology law. 

Aside from his legal practice, Joshua is currently also a Senior Consultant 
with Prosynergy, a regulatory consulting firm which had been founded by 
ex-SFC Regulators as well as being a management consultant for the 
Korean Blockchain Centre.
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Payment Options
1) Direct Debit
 Bank Name: The Bank of East Asia Ltd (BEA)
 Account Name: Legal Plus Account Number: 015-248-68-006306
 Branch Code: 248 Bank Code: 015
 Bank Address: 1/F, Bank of East Asia Harbour View Centre, 
  56 Gloucester Road, Wanchai, Hong Kong
 Swift Code: BEASHKHH
 Amount received should be 100% of the invoiced amount.
 Please send a copy of the remittance slip to bettina.yan@legalplus-asia.com

2) Cheque
 Payable to Legal Plus
 Please send cheque to: 
 Legal Plus
 17/C, Greenmont Court, Discovery Bay,
 Lantau, Hong Kong
 
3) Paypal
 By request only

Cybersecurity and the Legal Practitioner

Terms & Conditions
Registration and Payment 
Payment must be made to Legal Plus before the event date.

Cancellation Policy 
Written and/or email cancellations given in the time period below –
• 40 days or more prior to the event date: A refund of the registration fee, excluding bank charge and admin fees or to swap to another Legal Plus event in the same 

calendar year. Please note that any cost difference to the event registration fees if swapping to another event will not be refunded nor required to be paid.
• 21 ― 39 days prior to the event date: No refund of the registration fee but allowed to swap to another Legal Plus event in the same calendar year.
• 21 days or less to the event date: No refund of the registration fee but allowed to have a substitute to replace your attendance.

Refund Policy 
If Legal Plus cancels or postpones the event due to any unforeseeable circumstances (force majeure) including terrorist acts, diseases, bomb threats etc, no refund will 
be applicable. In addition, Legal Plus will not be responsible for any expenses (hotel, airfares, transportation etc.) that may incurred. 

Programme Changes 
Legal Plus reserves the right to cancel (due to unforeseen circumstances), amend, change event date, change speakers, topics and location of the event. 

The Organiser 
Legal Plus offers opportunities for our delegates to receive business critical information and timely insight and analysis from our expert presenters. Our events also 
provide a platform for discussion to allow delegates to explore the intricacies of the information presented while interacting and exchanging news and experiences with 
peers. Our programmes are conducted by industry experts, practitioners and academics who are able to provide participants a well-balanced blend of theoretical 
fundamentals and practical applications.

Registration Category

¨ Early Bird rate: HKD 1,399 (on or before 28 Feb 2022)

¨ Normal rate: HKD 1, 650 (from 1 Mar 2022)

For enquiries and registration, please contact 
LegalPlus Asia at legalpluseventsasia@legalplus-asia.com. 
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